SERVICE TEST THE NETWORK OPERATORS' APPS

Mein Magenta
Telekom is very well positioned in terms of functionality.
Telekom improves in terms of security in the test.
fixed-network contracts, up to 18 months in
retrospect. If you want to make any changes,
you can cancel contracts directly in the app.
Credit can be topped up via credit cards
or Paypal, and service topics, FAQs, and
instructions on hardware and software can
be found via full-text search. Another good
feature is the voice-controlled "Ask Magenta"
digital assistant. Also top: the installation
help, which provides on-screen assistance
in setting up DSL access and the router.

Improved Security

Compared with the previous year, Deutsche Telekom also gained points in the
area of security. Further potential was
determined first of all in data privacy.

Everything essen
tial in view: the
main contract
appears at the top.
The remaing data
volume is clearly
visible.

SERVICE APPS IN TEST

SERVICE TEST

SERVICE TEST

If you have a contract with Deutsche
 elekom, you can look forward to good
T
service. The service app is no exception.
For years, the Bonn-based company has
performed very well in our tests. Nevertheless, the developers are not resting on
their laurels, but are continuing to work on
the app. The design is convincing: despite
many functions, the app is clearly structured and transparent. You can quickly find
your way around and get to any desired
information without a long search. How
ever, the speed at which content is loaded
can sometimes be slow.
In addition to the remaining inclusive data
volume, the start screen already shows the
previous monthly costs of all mobile and

How well do the service apps of the network operators in Germany, Austria, and Switzerland
perform? We checked their functionality and security.

Photo: panuwat phimpha/shutterstock.com

T

here was a time when mobile
and fixed-network bills were
pure paper. Tidy people used
to neatly file the print-outs
they received, while others had to
dig through piles of p aper when they
needed to look at them. Things are
better today. Network operators discovered the benefits of digital customer data management a long time
ago and offer a host of functions in
their service apps. For example, customers can conveniently view bills
and contract conditions, book options, switch rates, or take the neces-
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sary arrangements for moving to a
new address via a digital channel. In
the best case scenario, the network
operators also provide guides on how
to install devices, improving Wi-Fi
range, and other hardware topics.

Security particularly important
Of course, security is particularlyimportant in the sensitive area of
personal data. Once again, our longstanding partner umlaut, now part of
Accenture, has tested this. Read
more about the test methodology
on p age 82.
Josefine Milosevic

The service app rating is positive
for all operators, and for many
operators the app also handles other
customer transactions or functions.
My congratulations this year go to
Telefónica, Swisscom and Magenta
for winning the nationwide comparisons. We have also seen a positive
development in the security sub
category for all operators, and here
the results for Telefónica, Swisscom
and Magenta are particularly good."
Hakan Ekmen, CEO telecommunication
at umlaut, part of Accenture

Where to best place the router? The
app provides placement tips and help
on all aspects of home networking.

verdict: 

Simple, but effective: the invoice total
is displayed immediately, and a PDF
provides further documentation.

The prepaid account can be topped up
with credit cards or via the payment
service provider Paypal.

very good (924 points)
connect.de 10/2022
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Mein O2

Mein Vodafone

The Munich-based company takes the overall victory again: the
app is convincing, and the security testers are also happy.
played for Germany and the EU, but also
for countries outside the European Union.
The most recent payments for existing
mobile, DSL and My Mobile phone contracts are also displayed in clear tiles at the
start. In short, My O2 is clearly ahead in
terms of functionality.

Very convenient: A connection to the
mobile network is all that you need to use
the app. The customer is automatically
recognized and does not have to enter any
passwords or create a personal account.
Sensitive areas such as personal data
and bills can also be secured with bio
metric recognition features of the smartphone (Face or Touch ID).
Vodafone has mastered all the standards
from the inside out: Multiple contracts can
be managed in the app and the most important facts can be checked at a glance
– all at a pleasingly fast operating speed.
You can cancel (and also revoke the can
cellation of) your contract directly in the
app. A great unique selling point is the

Security: Overall winner

Telefónica O2 also came out on top in the
security test: According to umlaut, this
year's security test winner only has room
for improvement in the Traffic Protection
category and slight point deductions in
the Secure Code Practices assessment.
The bottom line is that the Munich-based
company takes the overall victory.

Security: A giant leap forward

The umlaut security professionals are
also full of praise: "Best increase in terms
of safety. The last-place cancidate from
2021 convinces this year with a very
good result in all four assessed safety
categories.

Excellent: All relevant information is
displayed in a clear
graphic format,
and clicking on the
+ symbol shows
additional data
options.

Shortcut: You can view all functions
at a glance by tipping on the app's
"Menu" tab.

Network check: Under "Network and
speed", you can check how good the
local mobile network coverage is.

Who can resist that look? Those who
want to quit are wooed with exclusive
offers.

verdict: 
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 igaDepot in the Red contract rates:
G
Customers can use unused data volume
from the previous month in the following
month, and the status of this transfer is displayed in real time. Especially useful for
parents of teenagers: The third-party provider block can be controlled in the app; in
addition to ringtones or mobile games,
other purchases can be blocked here.

10/2022

The home screen
uses tiles instead
of circles. By swiping to the right,
the top section reveals details like
data consumption.

Find the error: In the "Troubleshooting" section, you can investigate the
cause of problems under four headings.

outstanding (971 points)

verdict: 

Too late? If the hotline is closed or
if you can't get through, you can
request a callback.

SERVICE TEST

SERVICE TEST

The Munich-based network operator is
on the right track: the network is being
continuously improved and was rated "very
good" in the connect test. And the previously problematic service is now also on
target. The crowning glory, however, is
the My O2 app, which takes first place.
Its design is refreshingly modern, reduced and transparent. Thus customers can
easily find all the information they are
looking for.
What's more, the app runs super fast
and smoothly; no one loses patience here.
The most important basic information
about the tariff and the current data consumption is displayed on the start screen.
The current data metering is not only dis-

Vodafone has improved significantly: In the security check, the
Düsseldorf-based company jumps from "sufficient" to "very good".

Fast enough? The speed test provides
information about the data speed in
the Wi-Fi and mobile network.

outstanding (951 points)
connect.de 10/2022
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Mein A1 Telekom

My Swisscom

The A1 app has improved its functionality and has a contemporary, clear
design. But there is still room for improvement in terms of security.
The Austrian market leader is
also continuously working on its
app and has improved its app's
appearance and transparency
compared with previous y ear's
test results. The most important
information, such as data con-

sumption and any connection
charges, appears at the start.
Tipps and swipes quickly take
the user to more detailed information, and you can configure
telephony settings such as call
forwarding.

Swisscom once again does an outstanding job and not only takes first
place in Switzerland, but also the overall victory in the DACH comparison.

Security: room for improvement
Despite improvements, A1 loses
out in the overall comparison.
There is still some potential for
optimizations especially in the
areas of data privacy and imper
sonation attacks.

And off you go: the start
screen makes it easy to get
started with the app features.

verdict: very good (900 points)

multiple contracts, block SIM
cards, organize moving to a
new place, and much more.

Security: outstanding

umlaut sees a very good implementation of security standards

in the app from last year's winner,
which leads to the full number of
points in the category "secure
code practices". In the overall
security assesment, Swisscom
comes in a razor-thin second
place behind Telefónica.

My Sunrise

Three doesn't mess around, but relies on transparent, reduced graphics.
The security tests once again ran flawlessly.
According to umlaut's extensive
analyses, Drei has security under control: the good implementation of security standards
leads to very good results in all
four categories.

Simple and clearly structured: the home screen of
Drei's "Customer Zone" app.

verdict: very good (923 points)

Sunrise's service app is in no
way inferior to its big rival Swisscom in terms of of functionality.
It packs many useful tools into a
modern, clear design. The consumption information is displayed in pie charts. Illustrated

verdict: 

Mein Magenta Austria

guides help with installation
issues and show step-by-step
instructions, for example, about
how to set up a router or connect
a TV box. The app can also be
used to help prepare for moving
to a new location.

Security: on the right track

Sunrise has significantly increased security. But there remains
further potential in all categories,
especially in the disciplines of
"data privacy" and "secure code
practices".

Conclusion
Josefine Milosevic,
editor

Security: the number one

umlaut's expert verdict: "With
very good results in all four tested categories, Magenta lands
in first place among the three
Austrian mobile operators in
terms of security."

Round-up: the start screen
of My Sunrise relies on
circles and pie charts.

very good (945 points)

This year, too, the Telekom subsidiary takes the test victory in Austria.
The basis for this is the good functionality and very good security.
ble to the customer. However,
the response speed was even
faster than in the German ve
rsion. Magenta is also ahead in
terms of security: they are ahead
in Austria, and even the parent
company can still learn here.

SERVICE TEST

Sunrise performs very well in terms of functionality. However, regarding
security issues, points are left behind.

Security: four times very good

its look is pleasantly reduced.
The status of the available data
volume is displayed as a bar,
and you can order more if necessary. You have to enter your
password in order to view or
change rate options.

Drei is the smallest network
operator in Austria and offers
both mobile and fixed-network
services. Accordingly, several
contracts can be managed in
the service app. The app's functions are well structured, and

The Austrian Telekom subsi
diary is focusing on family ties
and using Deutsche Telekom's
app as a blueprint. In it, multiple
mobile and fixed-network contracts can be managed and a
wide range of functions is availa-

Advisor included: The start
screen shows versatile
service videos at the top.

verdict:  outstanding (979 points)

Drei Kundenzone
SERVICE TEST

Swisscom customers can use
their smartphone with peace of
mind when it comes to service
matters. They can take care of
many things by themselves
thanks to the outstanding app:
check bills and costs, manage

Just like the parent company:
the app is based upon the
Deutsche Telekom app.

Nowadays, customers can expect a
good service app from their network
operator. People who organize half
their lifes via smartphone obviously also
want to manage as much as possible on
their own in this area. So it's no wonder
that mobile and fixed-network operators

are doing their utmost to offer versatile
and convenient apps across the board.
Compared to last year, the results have
further improved, with none of the candidates crossing the finish line with a grade
weaker than "good". Vodafone made a
big leap in terms of security – from the

grade "sufficient" in the previous year to
"very good" this time. Telefónica O2 takes
the overall victory in the security assessment. Swisscom follows close behind,
securing the overall victory in the DACH
comparison with its outstanding functionality. In Austria, Magenta came out on top.

verdict: outstanding (953 points)
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Methodology
While the functionality and handling of the service
apps were tested at connect, our partner umlaut
checked their security.
Schutz persönlicher Daten
Schutz persönlicher Daten
TELEFÓNICA
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TELEFÓNICA

88%

VODAFONE

84%

DREI
SUNRISE

83%

84%

DREI

88%

SUNRISE

75%
0%

88%

VODAFONE

71%

A1 TELEKOM

92%

MAGENTA

88%

DEUTSCHE TELEKOM
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umlaut, now part of Accenture, has
tested all applications in the follo
wing four security categories: Data
Privacy, Traffic Protection (connection security and encryption), Impersonation Attacks (protection
against identity theft), and Secure
Code Practices (source code security). The attack scenarios taken into
account were based on the guidelines for secure programming of apps
of the German Federal Office for Information Security (BSI – Bundesamt für Sicherheit in der Informationstechnik) and the Open Web Application Security Project (OWASP).
Many tests were developed by our
partner umlaut itself, and the testing
of each app took several days. This
year, umlaut added six new tests
across all categories, resulting in a
greater variance in this year's secu
rity results than in previous years.
All results were checked and verified by two engineers. However, for
security reasons, we have refrained
from describing the exact nature of
each vulnerability to prevent any
possible criminal activity.
How well the app programmers
implemented data protection was the
most important aspect in our test and
was therefore considered with the
most points. In this category, we
checked whether the apps store

p ersonal data, such as login and user
information only sufficiently protected in the app's local memory as well
as in the external smartphone memory.
This also includes the data necessary for the identification process between the server and the app. If an
app does not delete this identifi
cation data afterwards, it could be
possible to uniquely identify the user
based on this information and for example read out when and how often

she or he has logged in. In addition,
the experts checked whether sensit
ive data can be captured or copied via
screenshots and which user rights
and permissions the app requires.

Encryption is essential
Another important aspect of the test
was the degree of security applied to
data transmissions between the app
and the server. umlaut checked
whether the app uses current encryp

tion methods and whether it transmits all data traffic exclusively in a
secure manner. Points were deducted if an app unnecessarily sends
information to the server or does not
comply with the rules of the European General Data Protection Regulation (GDPR). In addition, the tests
examined the apps' correct handling
of SSL certificates as digital proof
of identity.
In the "Impersonation Attacks"
category, umlaut attempted to extend the user's rights within the app
during testing. If attackers managed
to bypass certain authorization mechanisms of the apps in this scenario, they could for example access
data of other users. Theoretically,
this could affect all customers who
use the corresponding app.
It is also critical if an app offers
no protection against cloning. Attackers could then create an exact copy
of the app, extract all personal data
from this clone and thus identify
themselves as authorized users.
The source code can also be a
gateway for attacks. Therefore, in
the "Secure Code Practices" section,
umlaut, part of Accenture, checked
whether possible third-party compo
nents were implemented securely
and whether the app stores important
files only in an obfuscated manner.
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The service app of the Austrian network operator A1 was the only one to show
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The service app of the Swiss network operator Sunrise showed the most security
vulnerabilities in our test.
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When it comes to the optimal implementation of connection security, all service
apps are well positioned.
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Operator
Android app version
Functionality and Usability 
max. 300
Contract-related functions
More than one contract/Manage SIM cards
Link existing contracts
Activate SIM card/eSIM
Show devices and SIM cards per
mobile communications contract?
Activate prepaid card/add to balance?
Authentication via Video Ident(Face ID?
View contract duration and status/
change contract data?
Renew/cancel contract/show termination date
Functions related to tariff, costs and
invoices
View tariff details/detail view of remaining data
volume?
View of remaining days/invoicing period/ current
costs?
View/change tariff?
Change/add tariff options?
Order additional data volume after consumption?
Information about costs/tariffs abroad?
Order options for abroad?
View invoices / itemized call records / download or
print version possible?
How far back are cost overviews/invoices accessible?
Set up third party lock?
Disable SIM card / order substitute card?

Deutsche Telekom
Mein Magenta DE v20.10.14
outstanding (298 points)

Vodafone
Mein Vodafone v13.1.0.0
outstanding (299 points)

Telefónica O2
Mein O2 v7.27.0
outstanding (300 points)

A1 Telekom
Mein A1 v22.5.1
outstanding (292 points)

Drei
Drei Kundenzone v4.2.4
outstanding (288 points)

Magenta Telekom Austria
Mein Magenta AT v20.11.23
outstanding (292 points)

Swisscom
My Swisscom v11.3.1
outstanding (299)

Sunrise
My Sunrise v7.1.1
outstanding (299)

Å1 / Å1

Å1 / Å1

Å1 / Å1

Å2 / Å2

Operation/Layout of the app

transparent menu,
easy operation
outstanding (200 points)

Å /Å
very good menu navigation;
applications run very smoothly
outstanding (200 points)

Å1 / Å1
Å1 / Å1

Service 
max. 200
Contact customer service in the app via hotline / via
callback?
Contact customer service in the app via text chat / via
video chat?
Operating instructions/Support videos/FAQs?
Shop finder
Configuration of hardware via app?
Network check: Speed gauging of
mobile network and WiFi?
Information about network outages?
Device service: Repair, exchange, return?
Offers and promotions?

Å1 / Å1

Å1 / Å1

Å1 / Å1

Å2 / Å3

2

Å /Å

Å /Å

Å /Å

Å /Å

3

Å /Å

Å /Å

via customer portal

Å /Å

Å

2

Å

Å /Å

Å /Å

via customer portal

Å /Å

via customer portal

Å

Å2 / Å2

6

Å

6

1

Å

1

1

1

1

1

1

1

1

1

1

1

2

3

2
2

1

Å

1

Å /Å

Å

3
3

Å2 / Å2

1

2

Å2 / Å2

2

1

Å1

Å7 / Å1 / Å2

Å2 / Å1

Å12 / Å1

Å2 / Å2

Å2 / Å2

Å6 / Å6

Å2/ Å1

via customer portal /Å1
Å2 / Å1

Å2 / Å3

Å1/ Í5

Å3/ Í

Å3/ Í

Å2/ Å1

Å4/ Å4

Å /Å

Å /Å

Å /Å

Å /Å

Å /Å

Å /Å

2

Å /Å

Å2 / Å2

Å1

Å1 / Å1 / Å1

Å2 / Å1

Å2 / Å1

Å2 / Å3

Å2 / via customer portal / Å1

Å2 / Å2

Å2 / Å2

Å1 / Å1

Å1 / Å1

Å1 / Å1

Å1 / Å1

Å2 / Å3

Å1 / Å1

Å1 / Å1

Å2 / Å2

Å1 / Å1

Å1 / Å1

Å1 / Å1

Å1 / Å1

Å2 / Å3

Å1 / Å1

Å2 / Å2

Å2 / Å2

Å1

Å1 / Å1

Å1 / Å2

Å1 / Å1

Å2 / Å3

Å1 / Å1

Å1 / Å1

Å2 / Å2

Å /Å

Å /Å

Å /Å

Å /Å

Å /Å

Å /Å

Å2 / Å2

1

1

1

2

1

1

Å

1

1

2

1

1

1

2

1

2

1

3

2

1

3

1

1

1

1

2

2

Å

Å

Å

Å

Å /Å

Å

Å

Å2 / Å2

Å2 / Å2

Å1 / Å1

Å1 / Å1

Å1 / Å1

Å2 / Å3

Å2

Å1;2

Å2 / Å2

Å1

Å1

Å1

Å1

Å2;3

Å1

Å1;2

Å2 / Å2

Å1 / Å1 / Å1

Å1 / Å1 / Å3

Å2 / Å3 / Å3

Å1 / Å1 / Å1

Å1 / Å2/ Å4

Å2 / Å2

Å ; 24 months

Å ; 6 months

Å ; 6 months

Å ; 24 months

Å ; 24 months

Å ; more than 12 months

Å1

Å1

Å2 / Å3

Å3

Å1 /

Å /Å
very nice design; fast navigation;
transparent menu
very good (189 points)

via customer portal
transparent menu;
fast navigation
very good (188 points)

Å /Å
clear menu structure;
easy operation
very good (183 points)

Å / via customer portal

transparent menu;
easy operation; fast navigation
outstanding (193 points)

Å /Å
very good menu navigation;
applications run very smoothly
outstanding (200 points)

Å / Å2
transparent menu structure;
easy operation
outstanding (200 points)

Å1 / Å2

Å1 / Å2

Å2

Å2 / Å3

Å1 / Å1

Å1

Å2

Å2

Å1 / Å2

Å2

Å2 / Å3

via customer portal

Å3

Å2

1

1

1

Å1 / Å1 / Å1

Å1 / Å1 / Å1

Å ; 18 months

Å ; 6 months / 24 months

Å2

Å1

1

2

Å

1

8

1

9

1

1

1

1

1

1

2

3

23

1

9

2

3

1

3

1

1

1

2

Å2
1

2

Å2

Å2

Å1 / Å3

Å1

Å2 / Å3

Å1 / Å2

Å3

Å2

Å1

Å1

Å1

Å1

Å2 / Å3

Å2

Å2

Å2

Å1

Å2

via separate app 10

device support via FAQs

nein

Å2

Å2

Å2

Å1

Å1

Å1

via customer portal

Å2 / Å3

Å2

Å1

Å2

1

1

1

Å

via separate app

via customer portal

1

Å4

2

Å

3

Å

Å2

Å2

Å4

Å

Å

Å /Å

Å

nein
Å2 / Å3

Å1

Å1

Å1;2;3

Å2

Å2 / Å3

Å1

Å

2

Å

1

2

2

11

2

Å

Directly buy products in the online shop?
Security
max. 500
Data Privacy
166
Traffic Protection 
100
Impersonation Attacks 
134
Secure Code Practices
100

Å3

Å2

Å3

Å2

Å3

Å2

very good (452 points)
140
88
134
90

outstanding (482 points)
166
88
134
94

gut (420 points)
124
88
122
86

Å2 / Å3
very good (452 points)
146
86
134
86

Å3

very good (426 points)
118
88
134
86

very good (468 points)
146
94
134
94

outstanding (480 points)
152
94
134
100

very good (446 points)
138
94
134
80

VERDICT

max. 1000

924
very good

951
outstanding

971
outstanding

900
very good

923
very good

953
outstanding

979
outstanding

945
very good

BEST
IN TEST
TESTSIEGER

BEST
IN TEST
TESTSIEGER

BEST
IN TEST
TESTSIEGER

SERVICE TEST

SERVICE TEST

Service apps of the network operators

All data without guarantee. The smartphone applications of mobile operators are programmed differently. 1) Native apps: Applications are developed specifically for a particular device operating system or platform. This enables
access to all functions of the operating system, and the functions run particularly smoothly. 2) Hybrid apps: Apps are based on web technologies, but the web view is provided within the app. They act similarly to native apps, are
platform-independent and support most smartphone functions. 3) Web page call within the app. Public web page opens in browser 4) Cross-platform app: these apps run on different platforms, may not have access to full OS
functionality. 5) Customer remains logged in for regular use until manually logged out. As a result, reauthentication via touch or face ID is not necessary 6) A connection to the mobile network is sufficient to use the MyVodafone
app. The customer is recognized without entering any access data. 7) Prepaid cards are automatically activated via the mobile network after successful Video Ident. 8) Applies to cost presentation. 9) Applies to invoices.
10) Configuration of Wi-Fi router via separate O2 MyService app. 11) Notification about network malfunction via contact form within the app. 12) Activation via first call.
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