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SERVICE TEST THE NETWORK OPERATORS' APPS

D
igitization offers many ad-
vantages. This also applies 
to mobile and fixed-net-
work contracts. Customers 

download their operator's app to 
their smartphone and can thus keep 
an eye on the current status of their 
contracts, change tariffs or options, 
and benefit from many more possi-
bilities. It is very positive to observe  
that the providers have constantly 
expanded the functionality of their 
apps and now offer significantly 
 more options than just a few years 
ago. Still, customer convenience is 

one thing. But the  security of custo-
mer data is at least as important.

Focus on Security
This is emphasized once again by 
the recent scandal at T-Mobile USA, 
in which tens of millions of custo-
mer data  records were stolen by 
 hackers. In this area, our long-stan-
ding partner umlaut has once again 
contributed its expertise and tested 
the network operators' apps for their 
security. You can read more about 
the test procedure on page 94. 

Josefine Milosevic

SECURE SERVICES
Self-manage your contracts in an app – all network operators in the DACH region offer  
this possibility. We tested the functionality and security of the service apps.

Mein Magenta

 When it comes to service, the industry 
leader does not do things by halves and 
provides a successful service app to its 
65+ million mobile and fixed-network 
 customers. The contactless service is very 
popular: During the pandemic, use of the 
Mein Magenta app increased by over  
20 percent. Since the launch of this app  
in 2016, the Bonn-based company has 
constantly optimized their tool and  recently 
completely revised it. The new look is 
 immediately appealing: the fresh font and 
simplified structure make the app look 
 more modern and transparent. Already on 
the start screen, the previous monthly 
costs of all concluded mobile and fixed-
network contracts appear alongside the 

available included data volume. Other new 
features: Contracts can be cancelled di-
rectly in the app, credit can be topped up 
via Paypal, and service topics, FAQs, and 
instructions on hardware or software can be 
found via full-text search. This is all topped 
off by he fact that the digital assistant "Frag 
Magenta" can now be controlled via voice. 

Safety: room for improvement
However, the umlaut score shows poten-
tial for improvement in all categories, es-
pecially regarding data privacy. Overall, 
Deutsche Telekom ranks second to last  
in the security rating.

Telekom builds the best app in terms of functionality. But there 
is still room for improvement in the area of security. 

"Congratulations to Swisscom, which 
has significantly improved its app in 
terms of security compared to the 
previous years and takes the first 
place in Switzerland as well as in the 
overall country ranking. Congratula
tions also to Telefónica in Germany 
and Drei in Austria for winning in 
their respective countries. Despite 
stricter test conditions and new 
tests, the operators' apps continue to 
demonstrate a high level of security."
Hakan Ekmen,  
CEO Telecommunication at umlaut
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 verdict:  good  (847 points)

Quick overview: All important rate  
and contract functions are just a  
click away. 

Keeping with the times: Prepaid credit 
can now be purchased directly in the 
app via Paypal or Apple Pay. 

Great thing: Telekom WiFi routers can 
be installed and positioned optimally 
directly via the app.

Neatly solved: The 
most important 

things are already 
displayed on the 
start screen at a 

glance. 
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If necessary, you can alway top up: 
Additional data volume can be booked 
simply and quickly.

Prognosis: The "Quick Check" can 
 deliver a forecast of the probable con
sumption in the contract month. 

Network information: The live check 
function allows to check the network 
availability directly on site. 

All in one: More than one Vodafone  
contract can be linked and managed 
via the app.

Selfadministration: Additional infor
mation about the contract can be 
found under "Contract services".

Convenient: You can find out directly  
in the app when a contract renewal 
with a discounted device is due. 

Beautifully 
 desig ned: The data 

volume used in 
Germany and 

 abroad is imme
diately visible in  

a pie chart.

Sure thing: All 
 basic info about 
 the rate appears 
clearly arranged  

on the display.

Mein O2 Mein Vodafone

  The Munich-based network operator 
has always been ahead of current trends: 
20 years ago, the Bavarians brought a 
breath of fresh air to the telecommunica-
tions landscape with their "O2" brand. 
The company is also up to date with its 
 digital service: the Mein O2 app more than 
meets the demands of a modern smart-
phone society. In terms of design alone, 
the application is impressive down to the 
smallest detail. The in-house creative team 
is equally adept at mastering the techno-
logy: Despite the wide range of functions, 
the app runs extremely smoothly and is 
 easy to use. The most important basic 
 information about the tariff and the current 

data consumption is displayed on the start 
screen. The usage level of the data account 
is not  only displayed for Germany and the 
EU, but also for countries outside the Euro-
pean Union. In the future, the most recent 
payments for existing mobile, DSL and "My 
mobile phone" contracts are planned to be 
displayed in neatly arranged tiles. 

Number one in terms of Security
With a very good result in the "Impersonati-
on attacks" category, Telefónica lands in 
first place among the German mobile ope-
rators when it comes to security.

 Vodafone, too, uses a wide variety of 
channels to keep contact with its custo-
mers. So in the online age, the operator is 
relying heavily on its service app. The fact 
that the Düsseldorf-based company has 
put a lot of brainpower into this functional 
tool becomes quickly obvious: All that is 
needed to use the app is a connection to 
the Vodafone mobile network. The custo-
mer is automatically recognized and does 
not have to  enter any passwords or create 
a personal account. The Mein Vodafone 
app is also very effective in other respects: 
The current account balance including the 
available  data volume and the running 
costs are neatly arranged on the home 

screen.  Another good feature is that custo-
mers can easily add various data packages 
and can even receive a forecast of how 
much volume they are likely to use in the 
current month. Another plus: Most func-
tions and services are built specifically for 
the respective smartphone operating sys-
tem. This ensures smooth operation. 

Weaknesses in security
Points are deducted in the umlaut security 
test: With last place in all four categories, 
particularly in the area of Traffic Protection, 
Vodafone shows potential for improvement.

The app from the Munich-based network operator is convincing on 
all levels and outperforms the competition in our security check.

The app shines with many functions, a simple structure, and stable 
operation. However, Vodafone should improve in terms of security.

 verdict:  good (843 points) verdict:  very good  (893 points)



 verdict:  very good (884 points)  verdict:  very good (933 points)

 verdict:  very good (907 points)

 verdict:  very good (905 points)  verdict:  very good (874 points)
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Nice start: Even the start  
screen makes some appetite 
for more.

Allaround convincing:  
The cost overview is  
available as a pie chart. 

Familiar: The look and feel of 
the Magenta app is based on 
that of its parent company.

At a glance: All key informa
tion on current consumption 
is available right away.

Looks good: The basic  
information is clearly dis
played in the circles.

Mein A1 Telekom My Swisscom

Mein Magenta Austria

Drei Kundenzone My Sunrise

  The Austrian market leader 
has significantly upgraded its 
service app since last year's 
test. Data consumption and 
connection charges, including 
the latest bill, are still displayed 
right at the start. However, the 

homescreen with its new and 
im proved structure looks more 
modern and transparent. Further -
more, a few useful functions have 
been added: Contract cancel-
lations and network checks are 
now possible directly in the app. 

Security: Accolades  
from umlaut
umlaut's security analysis shows 
a good implementation of secu-
rity standards with the best 
 result in this year's test in the 
"Traffic Protection" category.

 They can build outstanding 
service apps also in Switzerland, 
as Swisscom demonstrates. 
When it comes to functionality, 
nothing is left to be desired: 
Customers not only have insight 
into their current bills and costs, 

but can also conveniently mana-
ge  multiple contracts, block SIM 
cards, organize moving via the 
app, and quickly log in via facial 
recognition or fingerprint. The 
community also helps with any 
questions via WhatsApp. 

Security: Overall winner
According to umlaut, this year's 
security test winner only shows 
little room for improvement in the 
"Data Privacy" category and is 
subject to slight deductions in 
"Traffic Protection".

 The Austrian Telekom sub    - 
si diary shows how it's done:  
Despite the opulent number of 
services, Magenta customers 
don't lose track thanks to the 
 very well-designed home 
screen. Customers not only find 

their current data consumption 
on the start screen, but can 
quickly access rate options, bills, 
and additional functions related 
to their contract. The parent 
company serves as a role model 
for design and functionality. 

Security under control
The good implementation of 
 se curity standards leads to the 
best result in the two categories 
"Impersonation Attacks" and 
"Secure Code Practices" as 
 assessed by umlaut.

 The smallest of the big players 
in the Alpine Republic is not only 
making progress in terms of up-
grading its mobile network to 5G. 
Its service app also stands up to 
the comparison with the compe-
tition: The menu looks tidy and 

uncluttered, and all essential in-
formation about the used tariff is 
immediately presented. 

Security: Very good results
umlaut sees a very good imple-
mentation of security standards 

in the app of last year's winner, 
which leads to a perfect score  
in the "Impersonation Attacks" 
category. Overall, in terms of 
 security, Drei achieves the 
 second rank with the finest of 
margins behind Swisscom.

 In the app of the second-lar-
gest Swiss network operator, 
the looks also follow the func-
tions: The remaining data 
 volume and information about 
included services appear as a 
pie chart on the start screen. 

This not only looks pretty, but 
also provides a good overview. 
The user is linked to the web 
view within the app for most 
functions, but this does not 
 reduce the app's speed and 
 stability whatsoever. 

Security can be improved
The umlaut engineers see 
 potential for improvement in  
all categories, especially in the 
test disciplines "Data Privacy"  
as well as "Secure Code  
Practices".

The A1 app is fully developed in terms of functionality and also wins some 
accolades in the security check. 

Great performance: With its outstanding app, Swisscom comfortably  
beats the competition to come out on top in the security test.

The subsidiary of Deutsche Telekom performs brilliantly in this year's test  
and once again takes the victory in the country comparison. 

Drei focuses on simplicity instead of bells and whistles – and also remains 
at the highest level in terms of security. 

Sunrise customers are very well served by the sophisticated service app. 
But the Swiss company has to step up a gear when it comes to security. 

Josefine Milosevic,
editor

In order to survive in today's world, a 
network operator also has to be omni-
present in terms of service. The opera-
tors are well aware of this and offer their 
customers contact options not only via 
their hotlines, but are also constantly ex-
panding their digital services. For example, 
the functional service apps are packed 
with useful services that not only allow 

smartphone users to keep an eye on 
their current consumption at all times, 
but also to independently manage their 
existing contracts. Of course, this is also 
in the interest of the network operators, 
because what customers can do on 
their own does not burden the hotline or 
store personnel. There is some need to 
catch up on security standards, which is 

in some cases criticized by umlaut. But 
this does not pose a  serious threat in any 
case. Still, the network operators must 
not become lenient in this respect under 
any circumstances; after all, crimi nals are 
always finding new ways to gain access 
to valuable data. That's why connect 
and umlaut are putting their finger even 
in small wounds to prevent bigger ones.

Conclusion
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Methodology
While the functionality and handling of the service  
apps were tested at connect, our partner umlaut  
checked their security.

 umlaut has tested all applications 
in the following four security cate-
gories: Data Privacy, Traffic Protec-
tion (connection security and en-
cryption), Impersonation Attacks 
(protection against identity Theft), 
and Secure Code Practices (source 
code security). The attack scenarios 
taken into account were based on the 
guidelines for secure programming 
of apps of the German  Federal   
Office for Information Security (BSI 
– Bundesamt für Sicherheit in der 
Informationstechnik) and the Open 
Web Application Security Project 
(OWASP). 
Many tests were developed by our 
partner umlaut itself, and the testing 
of each app took several days. This 
year, umlaut added six new tests 
 across all categories, resulting in a 
greater variance in this year's secu-
rity results than in previous years. 
All results were checked and veri-
fied by two engineers. However, for 
security reasons, we have refrained 
from describing the exact nature of 
each vulnerability to prevent any 
possible criminal activity. 
How well the app programmers 
 implemented data protection was the 
most important aspect in our test and 
was therefore considered with the 
most points. In this category, we 
checked whether the apps store 

 personal data, such as login and user 
information only sufficiently protec-
ted in the app's local memory as well 
as in the external smartphone memory. 
This also includes the data necessa-
ry for the identification process bet-
ween the server and the app. If an 
app does not delete this identifi-
cation data afterwards, it could be 
possible to uniquely identify the user 
based on this information and for ex-
ample read out when and how often 

she or he has logged in. In addition, 
the experts checked whether sensit-
ive data can be captured or copied via 
screenshots and which user rights 
and permissions the app requires.

Encryption is essential
Another important aspect of the test 
was the degree of security applied to 
data transmissions between the app 
and the server. umlaut checked 
 whether the app uses current encryp-

tion methods and whether it trans-
mits all data traffic exclusively in a 
secure manner. Points were deduc-
ted if an app unnecessarily sends 
 information to the server or does not 
comply with the rules of the Euro-
pean General Data Protection Regu-
lation (GDPR). In addition, the tests 
examined the apps' correct handling 
of SSL certificates as digital proof  
of identity. 

In the "Impersonation Attacks" 
category, umlaut attempted to ex-
tend the user's rights within the app 
 during testing. If attackers managed 
to bypass certain authorization me-
chanisms of the apps in this scena-
rio, they could for example access 
data of other users. Theoretically, 
this could affect all customers who 
use the corresponding app. 

It is also critical if an app offers  
no protection against cloning. Atta-
ckers could then create an exact  copy 
of the app, extract all personal data  
from this clone and thus identify 
themselves as authorized users. 

The source code can also be a 
gateway for attacks. Therefore, in 
the "Secure Code Practices" section, 
umlaut checked whether possible  
third-party components were imple-
mented securely and whether the 
app stores important files only in an 
obfuscated manner. 

The service apps of the two German network operators Deutsche Telekom and Voda-
fone showed the most security vulnerabilities.

The service apps from the two Austrian network operators Drei and Magenta 
 performed excellently. 

When it comes to the optimal implementation of connection security, most service 
apps are well positioned. 

When it comes to securing the app source code, Magenta's service app is just 
ahead of Swisscom.

Data Privacy

Impersonation Attacks

Traffic Protection

Secure Code Practices
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Operator Deutsche Telekom Vodafone Telefónica O2 A1 Telekom Drei Magenta Telekom Austria Swisscom Sunrise
Android app version Mein Magenta DE v8.8.1 Mein Vodafone v11.6.0.0 Mein O2 v7.19.1 Mein A1 v21.7.0 Drei Kundenzone v4.2.4 Mein Magenta AT v18.10.10 My Swisscom v10.4.0 My Sunrise v5.2.17
Functionality and Usability  max. 300 outstanding (299 points) outstanding (297 points) outstanding (300 points) outstanding (292 points) outstanding (288 points) outstanding (292 points) outstanding (298) outstanding (298)
Contract-related functions
More than one contract/Manage SIM cards Å

1 / Å1
Å

1 / Å1
Å

1 / Å1
Å

1 / Å  Å2 / Å3
Å

1 / Å1
Å

2 / Å2
Å

2 / Å2

Link existing contracts Å
2

Å
4 / Å4

Å
1 / Å1

Å
1 / Å  Å2 / Å3

Å
1

Å
2

Å
2 / Å2

Activate SIM card/eSIM Å
2

Å
1 / Å1

Å
1 / Å1 via customer portal  Å2 / Å3

Å
1

Å
2 / Å2

Å
2 / Å2

Show devices and SIM cards per  
mobile communications contract? Å

2
Å

1 / Å1
Å

1 / Å1 via customer portal  Å2 / Å3 via customer portal Å
2

Å
2 / Å2

Activate prepaid card/add to balance? Å
1

Å
5 / Å1 / Å2

Å
2 / Å1 via customer portal /Å1  Å2 / Å3

Å
11 / Å1

Å
2 / Å2

Å
2 / Å2

Authentication via Video Ident? Å
1 via customer portal Å

2
Å

2
Å

3
Å

3
Å

2 via customer portal
View contract duration and status/ 
change contract data? Å

1 / Å1
Å

1 / Å1
Å

1 / Å2
Å

1 / Å2  Å2 / Å3
Å

1 / Å1
Å

2 / Å2
Å

2 / Å2

Renew/cancel contract/show termination date Å
2

Å
1 / Å1 / Å1

Å
2 / Å1

Å
2 / Å1  Å2 / Å3

Å
2 / via customer portal/ Å1

Å
2 / Å2

Å
2 / Å2

Functions related to tariff, costs and 
invoices
View tariff details/detail view of remaining data 
volume? Å

1 / Å1
Å

1 / Å1
Å

1 / Å1
Å

1 / Å1  Å2 / Å3
Å

1 / Å1
Å

2 / Å2
Å

2 / Å2

View of remaining days/invoicing period/ current 
costs? Å

1  / Å1
Å

1 / Å1
Å

1 / Å1
Å

1 / Å1  Å2 / Å3
Å

1 / Å1
Å

2 / Å2
Å

2 / Å2

View/change tariff? Å
2

Å
1 / Å1

Å
1 / Å2

Å
1 / Å1  Å2 / Å3

Å
1 / Å1

Å
2 / Å2

Å
2 / Å2

Change/add tariff options? Å
2

Å
1 / Å1

Å
1 / Å1

Å
1 / Å1  Å2 / Å3

Å
1 / Å1

Å
2 / Å2

Å
2 / Å2

Order additional data volume after consumption? Å
1

Å
1

Å
1

Å
1  Å2 / Å3

Å
1

Å
3

Å
2 / Å2

Information about costs/tariffs abroad? Å
1 / Å2

Å
1 / Å1

Å
1 / Å1

Å
1 / Å1  Å2 / Å3

Å
2

Å
3

Å
2 / Å2

Order options for abroad? Å
1

Å
1

Å
1

Å
1  Å2 / Å3

Å
1

Å
2 / Å2

Å
2 / Å2

View invoices / itemized call records / download or 
print version possible? Å

1 / Å1 / Å1
Å

1 / Å1 / Å1
Å

1 / Å1 / Å1
Å

1 / Å1 / Å1  Å2 / Å3
Å

1 / Å1 / Å2
Å

2 / Å2
Å

2 / Å2

How far back are cost overviews/invoices accessible? Å
1; 18 Months Å

1; 6 Months6 / 24 Months7
Å

1; 24 Months Å
1; 6 Months Å

2 3; 6 Months9 Å
1; 6 Months Å

1; 24 Months Å
2; more than 12 Months

Set up third party lock? Å
2

Å
1

Å
1

Å
1  Å2 / Å3

Å
3

Å
2 / Å2

Å
2 / Å2

Disable SIM card / order substitute card? Å
2

Å
1 / Å1

Å
1 / Å1 via customer portal  Å2 / Å3

Å
3 / via customer portal Å

2 / Å2
Å

2 / Å2

Operation/Layout of the app transparent menu, easy operation, 
fast navigation

very good menu navigation;  
applications run very smoothly

very nice design;  
transparent menu navigation

transparent menu,  
quick navigation

clear menu structure, easy 
operation

transparent menu, easy operation, 
fast navigation

very goode menu navigation, 
 applications run smoothly

transparent menu structure,  
easy operation, 

Service  max. 200 outstanding (200 points) outstanding (200 points) very good (189 points) very good (188 points) very good  (183 points) outstanding (195 points) outstanding (199 points) outstanding (198 points)
Contact customer service in the app via hotline / via 
callback? Å

1 / Å1
Å

1 / Å1
Å

1 / Å2  Å2  Å2 / Å3
Å

1 / Å1
Å

3  Å2

Contact customer service in the app via text chat / via 
video chat? Å

1 / Å1
Å

2
Å

1 / Å2  Å2  Å2 / Å3 via customer portal Å
3  Å2

Operating instructions/Support videos/FAQs? Å
2

Å
2

Å
1 / Å3

Å
1  Å2 / Å3

Å
1 / Å2

Å
3  Å2

Shop finder Å
1

Å
1

Å
1

Å
1  Å2 / Å3

Å
2

Å
2  Å2

Configuration of hardware via app? Å
1

Å
2 via separate app8 device support via FAQs no Å

2
Å

2  Å2

Network check: Speed gauging of  
mobile network and WiFi? Å

1
Å

1
Å

1 via customer portal  Å2 / Å3
Å

2
Å

1  Å2

Information about network outages? Å
1

Å
1

Å
1  Å2 no10 via customer portal Å

1  Å2

Device service: Repair, exchange, return? Å
2

Å
2

Å
1 / Å2  Å2  Å2 / Å3

Å
2

Å
3  Å2

Offers and promotions? Å
1

Å
1

Å
1 / Å2 / Å3

Å
1 / Å2  Å2 / Å3

Å
1

Å
2  Å2

Directly buy products in the online shop? Å
2

Å
2

Å
3  Å2  Å2 / Å3

Å
3

Å
3  Å2

Security max. 500 sufficient (348 points) sufficient (346 points) good (404 points) good (404 points) good (434 points) good (420 points) good (436 points) satisfactory (378 points)
Data Privacy 166 88 98 116 110 138 110 124 116
Traffic Protection  100 68 74 88 94 80 80 88 80
Impersonation Attacks  134 110 104 130 110 134 134 130 112
Secure Code Practices 100 82 70 70 90 82 96 94 70

 VERDICT  
 max. 1000

847 
good 

843 
good 

893 
very good 

884 
very good 

905 
very good 

907 
very good 

933 
very good 

874 
very good 

 Service apps of the network operators

No responsibility is taken for the correctness of this information. The smartphone applications of mobile operators are programmed differently: 1) Native apps: Applications are developed specifically for a particular smartphone 
operating system or platform. This enables access to all functions of the operating system, and the functions run particularly smoothly. 2) Hybrid apps: Apps are based on web technologies, but the web view is presented within 
the app. They act similarly to native apps, are platform-independent and support most smartphone functions. 3) Cross-platform apps: these apps run on different platforms, but may not have access to the full feature set of the 
respective smartphone operating system. 4) Connection to the mobile network is sufficient to use the MeinVodafone app. The customer is recognized without entering any access data. 5) Prepaid cards are automatically activated 
via the mobile network after successful Video Ident. 6) Applies to the cost display. 7) Applies to bills. 8) Configuration of WiFi router via separate O2 MyService app. 9) Last six months available on home page. All bills can also be 
accessed for up to seven years. 10) Notification of network faults via contact form within the app. 11) Activation via first call. 
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TESTSIEGER TESTSIEGERTESTSIEGERBEST IN TEST BEST IN TEST BEST IN TEST 


