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GPRS and its successor EGPRS (commonly known as EDGE) has
been considered legacy technology now for many years.
Most handsets would rarely rely on such connectivity, and in fact some
mobile operators may be thinking about dropping support for 2G
completely. Mobile operators in Japan, Australia, Singapore, USA have
already shut down their 2G networks, with Switzerland soon to follow.
Other operators, especially in Europe, have announced support for
years to come. A large number of legacy devices, that are active in
networks, still utilize 2G, e.g. for Machine-to-Machine communication
like payment terminals. Some regions of the world use 2G daily to
provide all kinds of services to people.
umlaut’s telecommunication security consulting unit conducted a
thorough analysis of data gathered from 35 countries spanning 100
operators to answer the question: how secure are these data transmissions from eavesdroppers? The concerning conclusions might just
draw your attention to legacy technology over modern radio technologies (i.e. 4G and 5G).
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Introduction

People tend to have the opinion that the information
we exchange via current telecommunication networks is transmitted in a secure manner – and for
the most part they are correct. LTE, one of the most
widely adopted mobile network standard around
the globe, has a multitude of security options built
into it. 5G improves on these features even more,
especially when deployed in standalone mode.

they operate 2G, 3G and 4G cells simultaneously),
one might conclude that it is still quite valuable
to analyze data from legacy technologies. Not to
mention that support for older technologies still lives
on in devices. You can rarely find a device on the
market supporting 4G, that doesn’t still support 2G.
umlaut has a telecom security consulting unit with
15 years of experience in the field. The team delivers
projects covering all elements of a telecommunication network. umlaut is well known for performing
public benchmarking of mobile networks, allowing
us to examine data available from hundreds of
mobile networks across the globe. We have selected
samples from 35 countries and 100 operators for
an air interface security analysis.

However, there are millions of people and devices
who do not have access to 4G and 5G connectivity. This can be either due to missing coverage
or a device that is incompatible with newer radio
technologies. Combined with the fact that almost
all operators around the world still maintain backwards compatibility in their networks (meaning
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The assessment focuses on a specific area: encryption algorithms used in 2G data sessions. Voice and
SMS encryption in 2G has had a lot of attention
from researchers in the past decade and improvements were made by many operators, however
the packet switched domain remained mostly unchanged. People do not think about 2G as a data
service because speeds offered by GPRS or EDGE
technologies are substantially slower than LTE rates.
This however does not mean 2G data sessions are
completely absent.

every month. They tend to rely on 2G and use GPRS
to operate, as the technology is cheap to implement,
offers relatively low battery consumption and good
coverage all around.

As discussed above, there are still a lot of devices
using 2G to provide services. You could think, for
example, about smart meters, hidden in basements
with only a couple of bytes of data to be reported
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Algorithmic Affairs

Measurement Methodology

In the early 1990s, an important design criterion for
designing an encryption algorithm was the ability to
run on low computing and mobile devices, therefore
compromises had to be made. According to some
sources also export rules might have influenced the
design of the ciphering algorithm1. Later GEA3 and
GEA4 based on the Kasumi algorithm were added
as alternatives.

Before discussing the results and doing a risk analysis, we describe the testing methodology used by
umlaut for the passive measurements over the air.
umlaut uses two kinds of devices when performing
measurements:

The relevant specifications mandate for all devices
(both network and end user) to support GEA0,2,3
ciphers. GEA1 is currently disallowed by the specifications2, however most mobile devices still support
it. It is up to the mobile operator to decide algorithm
preference based on its internal policy and then
enforce this setting in the network.

The current standard defines five different algorithms, in order of increasing strength:
• GEA0 – null ciphering, the algorithm does not apply any encryption on the plaintext
• GEA1 – proprietary stream cipher algorithm using a 64-bit-long key
• GEA2 – proprietary stream cipher algorithm using a 64-bit long key and larger internal state
compared to GEA1
• GEA3 – KASUMI based cipher, but with only 64-bit-long key
• GEA4 – KASUMI based cipher with 128-bit-long key
Keep in mind GEA2 is not related to the similarly named voice encryption algorithm.

• User Simulation: Regular phones announcing
support for GEA0,1,2,3 – allowing us to detect
the default algorithm selected by the network
• Active Probing: Specially prepared phones
announcing support only for GEA0 – allowing
us to detect if the network could be forced to
null-ciphering making downgrade and impersonation attacks feasible

1
2
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Our engineers drive around in the country during
the measurement campaign to uncover network
configuration differences depending on the location.
Combined with the usage of specially modified
phones as discussed above, umlaut gives mobile
operators a unique perspective about their network’s
security and performance.

Quirke, Jeremy (1 May 2004). „Security in the GSM system“
3GPP TS 43.020 v16.0.0 – D.4.9
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Measurement Results

Table-1 shows for each region and each ciphering
algorithm the number of operators that most frequently assigned it in the samples. This means that
in case an operator assigned different algorithms
during our collection phase we would only consider
the algorithm that was assigned the most.

We observe an interesting trend. Mobile operators
either use null-ciphering (GEA0), or they tend to
use GEA3. A couple of exceptions use GEA2 by
default. There were no operators who preferred the
usage of GEA1 in the countries we collected data
from for most of the samples.

GEA0

GEA1

GEA2

GEA3

Total unique operators

Americas

4

0

1

3

8

Europe

10

0

2

43

Africa

19

0

1

Asia

5

0

0

counted multiple times, once for each encryption
algorithm assigned.
Looking at the second table we see that, even
though for some algorithms a couple of samples
were detected, the main trend of splitting between
GEA0 and GEA3 is still present. Interestingly, GEA1
was observed to be assigned in a significant number
of samples by one of the operators.

GEA0

GEA1

GEA2

GEA3

Total unique operators

Americas

7

0

2

5

8

55

Europe

11

0

2

44

55

6

26

Africa

20

0

1

7

26

6

11

Asia

6

1

0

9

11

Table-1: Number of operators assigning a specific cipher per region, main algorithm only (collected in 2019,
2020, 2021)
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Next, let us have a look at the second table, which
differs from the first in one significant criterion. Instead of just looking at the most assigned encryption
algorithm we count every occurrence of a cipher
assignment, even if only one sample showed the
algorithm in question. This means if an operator
assigned different encryption algorithms during
umlaut’s drive testing measurements it will be

Table-2: Number of operators assigning a specific cipher at least in 1 sample per region (collected in 2019,
2020, 2021)
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The majority of operators have already realized the
security issues when using GEA0, so they prefer an
algorithm which we currently consider secure, GEA3.
However, one question remains open: Would there
be a way for an active attacker to forcibly downgrade
a victim to GEA0? Is null-ciphering allowed in the
networks that otherwise prefer GEA3? To answer
this question umlaut also carried out measurements
with a specially modified phone, announcing support
only for GEA0. The results of these measurements
can be found in Table-3.

one fact could still be easily observed: a significant
number of operators, which by default prefer a strong
ciphering algorithm, also allow the usage of GEA0
if nothing else is advertised by the terminal. This is
understandable from a service delivery standpoint – a mobile carrier first wants to deliver service,
so if null-ciphering is the only way to do that, it
would fall back to it. From a security point of view,
however, umlaut concludes these operators would
allow for an active attacker to perform a downgrade
attack, forcing user data to be transmitted over the
air without any encryption.

This data set is a subset of the previous one, as
measuring was not possible in all regions. However,

GEA0 is permitted*

GEA0 is not permitted*

Americas

No data

No data

Europe

25

17

Africa

16

2

Asia

4

0

Table-3: Number of operators allowing the usage of GEA0 once enforced (collected in 2019, 2020, 2021)
* It was not possible to collect samples from all previous regions for this specific testcase
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Risks associated with GEA0

Risk Assessment

The observation that many operators are using nullciphering on their legacy data networks is not a new
finding. In fact, umlaut already warned members
of the GSMA during a Fraud and Security Group
(FASG) meeting in June, 2018 that many samples
observed enforce users to use GEA0. Actually, the
number of operators affected since 2018 did not
change or showed only a very slight decrease (depending on the region considered). This is alarming,
because using null-ciphering by default allows for a
variety of attacks to be carried out. Most obviously
a passive attacker could silently eavesdrop on user
data exchanged over the air. The contents of user
data packets will be immediately available in case
no upper layer application provides confidentiality
(e.g. TLS). In case of an active attacker, even more
attacks are possible. For example, a malicious actor
could inject traffic on behalf of a victim (impersonation), because after the authentication has been

performed and the victim has established a session
with the network, there is no means of verifying the
source of data sent on that channel when encryption is not used. This could be a particular problem
in networks which grant users access to operator
and partner services based on the authentication
provided at the network layer. For example, it may
allow active attackers to fraudulently charge services
to the victim without their permission, or to access
sensitive customer data.

The financial boundaries for an attacker to obtain
air interface traces significantly lowered in the past
decade. Current open-source projects paired with
a Software Defined Radio board (~1.000 EUR) allows
an attacker to mount an active interception attack,
possibly also inject traffic into the network. Passive
eavesdropping requires further software development (based on open-source projects), but the
hardware requirement is low. Radio hardware required
for listening could be obtained at around 10 EUR.

umlaut acknowledges that the risk of using nullciphering in GPRS was already demonstrated in
2011 by Karsten Nohl and Luca Melette during their
presentation “GPRS Intercept” held at the Chaos
Communication Camp. The current observations
confirm the magnitude of the risks in commercial
networks and demonstrate the problem is still
prevalent – about 10 years later.

In our understanding, the probability of an actively
mounted attack is not negligible, however, not a
top concern either. A passive attack, on the other
hand, seems to be available for even a hobbyist
attacker, both pricewise and software-wise. Although
many services may have encryption applied in upper layers (e.g. TLS), this is not universally applied
and even when upper layer encryption is present
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sensitive information (e.g. websites visited, source
and destination IP addresses) may still be available
in plaintext on the radio interface. Therefore, the
default usage of GEA0 must be phased out by all
operators as soon as possible. In case there are
certain device groups requiring null-ciphering to be
used to function properly, a specific configuration
must be put in place to ensure correct selection of
algorithms. Unfortunately, not all network equipment
vendors support that feature currently.
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Conclusion

After compiling and analyzing its drive testing data,
umlaut concludes that the usage of GEA0 is still
widespread in all regions of the world.
Our risk assessment showed that this should be
considered as a high criticality issue by all operators affected, because the probability of attacks
is increasing. Selecting GEA3 and possibly later
introducing GEA4 seems to be the secure path
to take. Providing support for GEA1 or GEA2 is a
controversial manner: their weaknesses were demonstrated already in 2011 to some extent, however
they still provide better security for users with legacy devices not supporting GEA3. Mobile carriers
must analyze their signaling traffic to determine the

amount of users affected and decide accordingly
about their policy. Operators currently using GEA3
but allowing GEA0 as well should consider investigating if disabling null-ciphering completely would
be a feasible mid-term goal.

In case you would like to have your network
evaluated, or you are interested in any of our
professional services please do not hesitate to
reach out to us.
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umlaut has been active in the telecom security
industry for more than 15 years. As part of the consulting services provided (e.g. network optimization)
we started with voicemail hacking using Caller ID
spoofing techniques. Since then the portfolio has
developed greatly as security is considered a strategic topic and a requirement for telecommunications
services. Our focus is on auditing Air Interface,
Signaling, VoLTE / VoWiFi, SIM / eSIM, NFV, 5G,
Mobile Apps, Devices, Smartphones, Fixed Line
services and presenting telecom security training.
The team is spread around the globe with offices
located in Aachen, Sydney, Morristown, Johannesburg and more.
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